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Open data e aspetti economici
dei dati personali



http://www.smartdatanet.it/
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Fonte: CSI Piemonte
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http://www.smartdatanet.it/

Bilanciare diritti e opportunita

European Partnership for Big Data Value

“Chilling effects”

* Incertezza giuridica (IPRs, privacy, aspetti contrattuali)

Smart disclosure e data portability come elementi abilitanti

ldea di ““data value networks”
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http://www.bigdatavalue.eu/

Archetipo di “data value network”
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Big data (?)

* “Why big data evangelists need to be reprogrammed”

* "Too often, big data enables the practice of apophenia: Seeing
patterns where none actually exist, simply because enormous
quantities of data can offer connections that radiate in all directions.
In one notable example, Leinweber (2007) demonstrated that data
mining techniques could show a strong but spurious correlation
between the changes in the S&P 500 stock index and butter
production in Bangladesh”
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http://www.zdnet.com/why-big-data-evangelists-need-to-be-reprogrammed-7000033862/

Dati e metadati

The tweet's unique ID. These
IDs are roughly sorted &
developers should treat them
as opaque (http://bit.ly/dCkppc).

Text of the tweet.
Consecutive duplicate tweets
are rejected. 140 character
max (http:/ibit.ly/4ud3he).

{"id"=>12296272736;
"text"=>
"An early look at Annotations:

'created at"=>"Fri Apr 16 17:55:46 +0000 2010",
"in_reply to_user id"=>nil,
‘in reply to -

| DEPRECATED

The ID of an existing tweet that
- this tweet is in reply to. Won't
be set unless the author of the

SCLeeln name =~ 1l

status id"=>nil

The screen name &

http://groups.google.com/group/twitter-api-announce /browse thread/thread/fa5da2608865453",

r

"followers_count"=>100581,
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£49 — E ‘i 4 Truncated to 140 user ID of replied to referenced tweet is mentioned.
I = truncacted =~ILalse,
52 mer = characters. Only tweet author.
£ = = possible from SMS. The author's
! e : —— user name. The author's
— reen_name'= itterapl — )
_ The author's biography.

3 screen name. d

| =
o &
=]
.3 TS ' The author's
22 —— : — - URL.
R - : . &L i The author's "location”. This is a free-form text field, and
o £ profile background color”=>"cldfee”, there are no guarantees on whether it can be geocoded.
£ 6 ofile background image url"=>
o .‘g t//al.twimg.com/profile background images/59931895/twitterapi-background-new.png , Rendering information
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= 0 . . L _ ) ) . S ) ) for the author. Colors
= b ofile image url o://ald.twimg.com/profile images/689684365/api normal.png”, are encoded in hex
- ofile link color values (RGB)
ﬁ E ofile sidebar border The creation date .

g ofile sidebar fill color for this account. .
__ profile text color"=>"000000", —— Whether this account has

“created_at"=>"Wed May 23 06:01:13 40000 2007" contributors enabled

- "contributors enabled"=>true| (http://bit.ly/50npuu). Number of
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g je , Number of user has.
-E =F , - users this user —
53 The timezone and offset is following.
£2 (in seconds) for this user.
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Tweet's
- creation
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language.




Inferenze indesiderate (?)

 How browsers affect your job prospects

* “(...) those applicants who have bothered to install new web browsers
on their computers (such as Mozilla's Firefox or Google's Chrome)
perform better and stay in their posts for |5% longer, on average”.

* Networked employment discrimination

* algorithmic assessments of workforce data to identify the variables that
lead to stronger employee performance;

* automated systems, algorithms, and existing networks systematically
benefits some at the expense of others, often without employers even
recognizing the biases of such mechanisms.
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http://www.economist.com/blogs/economist-explains/2013/04/economist-explains-how-browser-affects-job-prospects
http://www.datasociety.net/pubs/fow/EmploymentDiscrimination.pdf

The dark market for personal data

ATTENTION DATA BROKERS

PLEASE BE ADVISED OF THIS
UNIQUE CASH OPPORTUNITY

MY NAME FOR SALE:
“Sam Potts”

% NY TIMES di oggi:

e ot e et .
« The reputation business
f is exploding »
FOR INCLUSION IN ANY OF YOUR LISTS
—— SUCH A8 —

MEARSIGHTED .........c..iviin i i s $ 0.10
CASUAL SMOKER FOR 10+ YEARS ..o, $0.12
BALDING (SLOWLY) .....euiiissimsmionssicussensisonsisasssssnsonsssasensases 5019
HADPNEUMONIAGMNEE:.. ... ..o e enens sasnessanspanas $0.23
SPLINTER STILL STUCK IN MY HAND FROM 1978 ............ $0.35
L e e e $0.46
AGING SENIOR (FEELS LIKE ONE, AT LEAST) ....c.cocvvvevne. $0.52
TERRIBLE FINANCIAL PLANNER ...c..ccviinnimriranessensssnsenns $0.58
IMPULSE BUYER (WHY NOT2) ..o $0.64
NEVERTOOK CALCULUS: . i s il $0.73
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the new role of data

NEW PERSPECTIVE

Most data from machine to machine transactions and
passive collection - difficult to notify individuals

Definition of personal data is contextual and dependent
on social norms

Economic value and innovation come from combining
data sets and subsequent uses

User can be the data subject, the data controller,
and/or data processor

Individuals engage and understand how data is used
and how value is created

Policy focuses on balancing protection with innovation
and economic growth

http://www.weforum.org/issues/rethinking-personal-data
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Un “habeas corpus” digitale!?

* Right to see what data any register stores and request the

rectification, actualization or even the destruction of the personal
data held.

* Right to appeal against any violation of the above.

* Right to reconcile and reuse personal information.
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Privacy vs open data

(“Privacy by design”)
* In genere, i dati personali possono essere pubblicati se:
* esiste un consenso informato (revocabile); OR
e c'e un'obbligazione giuridica; OR
* i dati sono stati anonimizzati.

— Esempio: database incidenti
* Dati sensibili
* Impact assessment

* Distinzione sempre piu lasca tra chi raccoglie i dati e chi li gestisce
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Dati e tracce

e Personal data

“any information relating to an identified or identifiable individual
(data subject)” (OECD)

« Digital footprint

All data left behind by users within their use of digital services, and
the personally unique arrangement that makes someone identifiable
just upon the specific combination of her system information.

* “Internet of Things”
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Digital footprint: tipologie (OECD)

e Data can be voluntarily shared by a consumer.

e Data can be observed or recorded, with or without consumers’
knowledge, or explicit consent.

e Data that can be inferred.

* In other cases (Acquisti, 2010), personal data remains protected,
either because it was intentionally not disclosed by a consumer, or
because the service provider is not able to access it.
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Personal data vaults

Primato degli individui sul controllo dei (propri) dati.

Alto livello di accessibilita e leggibilita dei dati.

* E condivisione selettiva con terzi.

Relazioni / accordi di lungo termine.

* E.g.,Personal
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http://www.fastcompany.com/1836521/personalcom-creates-online-vault-manage-all-your-data

Approccio centralizzato
VS approccio “utente-centrico”

Persons

Personal
- Data Stora@l
Personal e ee

Data Store e Personal

Data Store

Organization 1 Organization n Organization 1 Organizationn
Fonte: Moiso, C., & Minerva, R. (2012, October). Towards a user-centric personal data ecosystem

The role of the bank of individuals' data. In Intelligence in Next Generation Networks (ICIN),
2012 16th International Conference on (pp.202-209). IEEE.



Possibili casi d'uso

-

3. Resister the ACL for the
application Content-Service

Providers

1. Upload raw data

—_—

4. Send a data pull request

2. Specify a URL for the POV and
select one of ACLs provided by the
application when the wser
registers with a Web service

"
8. Send the filkered data

3. Using the resistered A0
being shared.
7. Check easy-to-read reports about continuouws dats sharing provided by Local
Trace-audit. Also track how shared data s wsed on the applica tion side w=ing
' Trace-audit for thir d-partes.

data is filtered before

lalart! The current spatial bownd is too looss

Step 7 and 8 on be
repeated

8. Reconfisuwre ACLs using Rule Recommender

8.1 Select data types to share

datat ' 8.2 Select when to share the selected data 8.3 If the selected data ttems include 8.4 Select the sampling rates of the data
|e 5. location, time, activity] location, choose what precision of the o share
/ kocation data toshare
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Fonte: Mun, M., Hao, S., Mishra, N., Shilton, K., Burke, |., Estrin, D., ... & Govindan, R. (2010,

November). Personal data vaults: a locus of control for personal data streams. In Proceedings of
the 6th International COnference (p. 1 7). ACM.
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Possibili casi d'uso

Automatic and controlled personal information exchange

* e.g,hotel check-in

Vendor Relationship Management

Fair personal data marketplace

“Personal” application marketplace

e come Green Button

Fonte: Moiso, C., & Minerva, R. (2012, October). Towards a user-centric personal data ecosystem

The role of the bank of individuals' data. In Intelligence in Next Generation Networks (ICIN),
2012 16th International Conference on (pp.202-209). IEEE.
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Il valore dei dati personali (dal
punto di vista degli individui)

* Organisations are increasingly in the position of holding information
about individuals.

* A ssingle consumer can experience both benefits and costs from
the disclosure of personal information (Hann, 2007).

* Aan organisation gains clear advantages from being able to increase
its knowledge about consumers’ identity and behaviour. Still, it may
deem detrimental for its own business to design too invasive
policies (Acquisti, 2010).

* What seems to matter is that personal data (regardless of its
amount) is used in an appropriate context (Nissembaum, 2004)
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Un possibile paradosso

e Spiekermann et al. (2001) suggest that even privacy conscious
individuals are likely to share sensitive information with
strangers, in particular online.

* Acquisti and Grossklags (2005): almost 90% of individuals declared
to be concerned about privacy, but more than 20% of the people in
the same sample admitted to have disclosed their social security
number for discounts or better services.

e Beresford et al. (2012):in a context of equal prices, the choice
between two different firms to purchase a DVD seemed to give a
virtually zero premium to the more privacy-friendly vendor.
Nevertheless, 75% of the participants indicated that they have a very
strong interest in data protection.

* Declared vs. revealed preferences.

Master in Ingegneria dei Dati 17 ottobre 2014



Informazione contestuale

“[iIndividuals make privacy-sensitive decisions based on multiple
factors, including (but not limited to) what they know, how much

they care, and how costly and effective they believe their actions can
be.” (Acquisti and Grossklags, 2005).

* Esperimento.
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Endowment effect

* W/illingess to pay (WTP) vs Willingness to accept (money) (WTA).

* More than half of subjects endowed with a completely anonymous
$ 10 gift card rejected an offer of $2 to reveal their future purchase
data.

* By contrast, fewer than 10% of subjects endowed with the identified
$12 card chose to give up $2 to protect future purchase data.

* These results imply that consumers endowed with different levels of
privacy protection valued the same good, i.e. future privacy
protection, in a substantially different way.

* Most of the consumers whose privacy was fully protected did not
considered $2 as a price high enough to sell their future purchasing
data, while nine out of ten of the not protected individuals estimated
$2 as a too high price to buy protection for future purchase data.
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Il ruolo dei disclaimer

e Tsai et al. (2010), different sets of participants were asked to test a
new search engine whose results were annotated with icons.

e 2 products: low privacy concern (batteries), high privacy concern
(sex toy), using their credit card.

* Some participants exposed to icons describing the site privacy
policy.

e QOthers not, as a control condition.

* Participants in the privacy information condition were more likely
to make purchases from websites offering medium or high levels of
privacy (even at higher prices).

e Quite surprisingly, the premium to privacy was similar in purchasing
the batteries and the sex toys.
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Eterogeneita degli utenti

 Hann et al. (2007) find three different clusters in terms of privacy
evaluation

e ‘privacy guardians’,i.e. people who attach a relatively high value to
information privacy [70 — 85%];

* ‘information sellers’, who tend to give away personal information with
little regard for privacy policies;

e ‘convenience seekers’, people who prefer convenience with little regard
for money or website privacy policies.
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Privacy come bene di scambio (1/2)

* The existence of a privacy statement makes people more available to
share data, even for free (Hui et al.,2007; Tsai et al., 2010; Hann et
al., 2007; Tucker, 2012). Joinson et al. (2010) find the existence of a

compensatory relationship between privacy and trust.

* Several studies (Hann et al., 2002; Hann et al., 2007; Tucker, 2012)
show that individuals are willing to trade personal information in
order to gain convenience in terms of time saving and
personalisation of web services

e Bear in mind that persons differ in terms of opportunity costs.
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Privacy come bene di scambio (2/2)

* Social rewards are attractive in balancing privacy concerns and
governing individuals’ behaviour as well (Jiang et al., 201 3).

* Hann et al. (2007) find that a sufficiently large monetary reward
significantly increased the relative attractiveness of a website
regardless of its privacy policy (WTA).

« WTP

* Krasnova et al. (2009) observe that a user would be ready to pay
between 14 and |7 Euros/year, if the social network refrained from
using her demographic information for personalised advertising.
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